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THE PURPOSE OF THIS ASSESSMENT:

· This tool is to help our clients evaluate their internal control environment.  A strong internal control environment can better position you to achieve your compliance, financial and operational objectives.

· This assessment is designed to be used by small- to medium-sized local units to evaluate business practices and procedures. Portions of this tool may also be applicable to large units. 

· You can use this tool to self evaluate or engage RMAS to conduct an interview with you and key members of your group. Sharing observations is often helpful to understanding the effectiveness of controls in your unit.

HOW TO COMPLETE THIS ASSESSMENT:

· The first section focuses on general controls over your operations including tone at the top, business planning, policies and procedures and segregation of duties.

· The second section allows you to assess your group’s controls over specific business processes. The processes are organized by an area of the business cycle (e.g., spending, revenue, etc). 

All questions should be answered yes, no or not applicable; if “yes,” use the “Describe Key Controls” area to document the control by describing your business process or procedures. The questions have been designed so that each “no” answer indicates an area of opportunity. 
By thoroughly considering the questions, you will be evaluating your control environment against sound businesses practices.  We encourage you to engage your team in the exercise to brainstorm actions for those areas of opportunity and to share the leanings.    

HELP?

· For help in understanding specific questions, please contact RMAS.  You can use our Web site contact information or call 6-7108 for forwarding to the appropriate person. 

Part 1:

The following four pages contain questions about the general management of your organization, covering the following areas:
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See page 8 for Part 2: Process-Specific Areas.
Tone at the Top
	Is management* setting the tone for the organization?
	Yes/No
	Describe Key Controls

	Does management clearly communicate and demonstrate integrity and other ethical values consistent with the University’s statement of values?
	 
	 

	Do employees know what to do if they encounter unethical behavior?
	
	

	Are values such as respect, honesty, integrity, excellence and accountability discussed with new hires?
	 
	 

	Does management provide a clear philosophy and operating style on factors such as risk taking, attitudes toward financial responsibilities, reliance on policies and procedures and delegation of authority, e.g., does management see controls as part of the business and not a necessary evil?
	 
	 

	Does the organization’s structure promote effective management oversight and efficient outputs? Are there clear organization charts, defined roles and responsibilities and monitoring?
	 
	 


*Management is defined as those having responsibility for setting the values and operations of the local unit. This may include management at the local unit completing the self assessment or any other tub or central group that has influence over the local unit.
Business Planning
	Are goals and objectives documented and aligned with budgets?
	Yes/No
	Describe Key Controls

	Is there a strategic plan defining the objectives of the organization?
	 
	 

	Is the strategic plan reviewed and updated regularly and communicated to employees?
	 
	 

	Are funding sources evaluated annually to assess sustainability of current funding levels?
	 
	 

	Does the budget process include key members of management?
	 
	 

	Are budgets aligned with the organization’s strategic plans?
	 
	 

	Are financial reports regularly provided to managers to support decision making and accountability?
	 
	 

	Are managers held accountable for financial performance?
	 
	 


Policies & Procedures
	Are policies and procedures documented and available to all users?
	Yes/No
	Describe Key Controls

	Are all employees made aware of and granted access to tub and/or local unit policies?
	 
	 

	Are all employees made aware of and granted access to University-wide policies?
	 
	 

	Are new policies communicated to employees? How are they communicated?
	 
	 

	Is training provided on new and existing policies?
	 
	 

	Are there controls to ensure that policies are adhered to, e.g., training, segregation of duties, supervisor review?
	 
	 


Segregation of Duties

	Is there adequate separation of duties (i.e., more than one person is responsible for preparing, reviewing and approving transactions) in the following areas?
	Yes/No
	Describe Key Controls

	Purchasing


	 
	 

	Web Voucher

	 
	 

	PCard

	 
	 

	Payroll

	 
	 

	Travel & Reimbursement

	 
	 

	Pledge Processing

	
	

	Gift/Endowment Processing

	
	

	Accounts Receivable

	
	

	Cash Receipts
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Spending Cycle - Purchasing
	 
	Yes/No
	Describe Key Controls

	Are competitive bids obtained for large-dollar purchases?
	 
	 

	Are Harvard’s vendor partners and preferred vendors routinely used (office supplies, office furniture, scientific supplies, temporary staffing, etc.)?
	 
	 

	Are purchases pre-approved by management?
	 
	 

	Are payments for goods and services >$50,000 reviewed and approved prior to payment by the tub’s financial office?
	 
	 

	Is a mechanism in place to confirm receipt of goods when approving payment, e.g., packing slips?
	 
	 

	Are invoices compared to receiving reports, packing slips and purchase orders prior to payment?
	 
	 

	Are invoices paid promptly to take advantage of discounts?
	 
	 

	Are contracts reviewed and signed by authorized employees?
	 
	 

	Are contract signature approval levels documented and periodically updated?
	
	

	Are contracts based on guidelines set forth in the OGC Model Consulting Agreement and/or the OGC Contract Review checklist?
	 
	 

	Are contract payments reviewed and approved prior to payment by authorized employees?
	
	

	Are contract performance standards clearly documented in contracts to support vendor management?
	 
	 


Spending Cycle – Web Voucher
	 
	Yes/No
	Describe Key Controls

	Are web voucher preparers and approvers trained?
	 
	 

	Are web vouchers prepared and approved by different people?
	 
	 

	Are web vouchers approved by individuals who are knowledgeable of University policies and procedures?
	
	

	Is business purpose documented for each transaction so that a third party understands the nature and reason for the transaction?
	 
	 

	Are purchases being reviewed for appropriate G/L coding?
	 
	 

	Are invoices, packing slips/receiving information or other supporting documents maintained for subsequent review?
	 
	 

	Are transactions reconciled to the G/L?
	 
	 

	Is there a process to identify and correct errors?
	 
	 

	Are there controls to identify duplicate payment of invoices?
	 
	 

	Are transactions potentially excessive in amount brought to management’s attention for review?
	
	

	Is there a process for bringing possible fraud or spending mismanagement to a supervisor or other resources within the tub?
	
	


Spending Cycle – PCard
	 
	Yes/No
	Describe Key Controls

	Are cardholders trained before receiving a card?
	 
	 

	Are cardholder dollar limits set according to their roles and responsibilities?
	 
	 

	Is the number of cardholders reviewed for business need and risk management?
	 
	 

	Are cardholders conversant with PCard policies (e.g., dollar limits, University business, restricted commodities, no sales tax)?
	 
	 

	Are transactions edited in the Settlement System each week for business purpose and G/L coding?
	 
	 

	Are reconciliations done between purchasing activity and the monthly transaction statement from GE Capital?
	 
	 

	Are receipts or other documentation submitted to the reviewer each week? 
	 
	 

	Are transactions reviewed in the Settlement System prior to the G/L sweep each week by someone other than the cardholder?
	 
	 

	Are receipts or other documentation maintained in accordance with record retention policy?
	 
	 

	Are transactions reconciled to the G/L?
	
	

	Is there a process to identify and correct errors?
	
	

	Are cards collected from terminated or transferred employees?
	
	


Spending Cycle – Payroll
	 
	Yes/No
	Describe Key Controls

	Are payroll records and confidential files restricted to authorized personnel?
	 
	 

	Are employees trained to perform assigned roles and responsibilities to support payroll processing (time reporter, time keeper, approver, adjuster)?
	 
	 

	Are overtime hours submitted and approved each week for overtime–eligible employees, including temporary?
	 
	 

	Are payroll reports monitored to identify un-submitted time, unapproved time, miscodings, etc.?
	 
	 

	Are temporary employees monitored to identify non-compliant situations in sufficient time to take action?
	 
	 

	Are payroll transactions reconciled to the G/L?
	 
	 

	Are payroll errors identified and corrected or communicated to your local payroll processor on a timely basis?
	 
	 

	Are paid-time-off balances monitored for compliance with University policy?
	 
	 

	Are employees encouraged to receive paychecks by direct deposit?
	 
	 

	Are off-cycle check requests documented and approved?
	
	


Spending Cycle – Travel & Reimbursement
	 
	Yes/No
	Describe Key Controls

	Are corporate cards promoted for use by frequent travelers and entertainers?
	 
	 

	Are travelers and approvers knowledgeable of University travel and reimbursement policies (e.g., Travel Policy Manual, University-wide Business Expense Policy and Reimbursements - Travel and Non-Travel)?
	 
	 

	Are reimbursement processes clearly established (e.g., receipts, business purpose, deadlines, approval)? 
	 
	 

	Do approvers feel they have and can exercise their authority to deny reimbursement for non-University business expenditures?
	 
	 

	Is there a process to resolve denied reimbursements?
	 
	 

	Are transactions reviewed for accurate G/L coding?
	 
	 

	Are transactions reconciled to the G/L on a monthly basis?
	 
	 

	Are errors identified and corrected on a timely basis?
	 
	 


Revenue Cycle – Pledge Management
	 
	Yes/No
	Describe Key Controls

	Are pledges reported to the tub financial or development office or RSO for timely entry into the Advance System?
	 
	 

	Are pledges documented?
	 
	 

	Are conditional pledges (i.e., pledges that depend on some future event) identified to support accurate classification and timely follow-up?
	 
	 

	Are received pledge payments forwarded promptly to the tub financial or development office or RSO for timely processing in the Advance System?
	 
	 

	Are old pledges reviewed regularly to assess collectibility, and are they written off when they are not collectible?
	 
	 


Revenue Cycle – Gift/Endowment Processing
	 
	Yes/No
	Describe Key Controls

	Are gift/endowment receipts transmitted for deposit to the tub financial or development office or RSO within reasonable time of receipt (two days)?
	 
	 

	Are donor terms and other documents forwarded to the tub financial or development office or RSO in a timely manner to support set-up of the account?
	 
	 

	Are documents describing the terms and conditions maintained locally to support decisions on spending?
	 
	 

	Are gifts and endowments properly classified by knowledgeable individuals as restricted or unrestricted?
	 
	 

	Are gifts/endowment receipts reconciled to the G/L?
	 
	 

	Are gift/endowment expenditures reviewed for compliance with terms and conditions?
	 
	 

	Are restricted fund terms and conditions routinely reviewed to determine if they can still be met?
	 
	 

	Are fund balances monitored to prevent overspending?
	 
	 

	Are updated lists of gift and endowment funds maintained?
	 
	 

	Are donor reporting requirements documented and maintained to support compliance?
	 
	 


Revenue Cycle – Accounts Receivable
	 
	Yes/No
	Describe Key Controls

	Is there separation of duties between billing, collection and reconciliation?
	 
	 

	Are invoices pre-numbered or accounted for to support reconciliations?
	
	

	Are invoices sent at time of performance of service or shipment of goods (e.g., within two to three days of performance or shipment)?
	 
	 

	Are billings reviewed for accuracy by a second person?
	 
	 

	Are outstanding balances aged and collection efforts prioritized based on established criteria?
	 
	 

	Are collection efforts continued after accounts are written off?
	 
	 

	Are billings reconciled to the G/L or system of record?
	 
	 

	Are collections reconciled to the G/L?
	 
	 

	Are reconciling differences investigated and corrective actions taken on a timely basis?
	 
	 

	Is the Central AR system being used for billings? If not, which system is being used?
	 
	 


Revenue Cycle – Cash Receipts
	 
	Yes/No
	Describe Key Controls

	Are checks immediately endorsed “President and Fellows of Harvard College (Department Name), for deposit only” upon receipt?
	 
	 

	Are cash and checks safeguarded in a locked area prior to deposit?
	 
	 

	Are cash and checks sent to the finance office or appropriate department for timely deposit?
	 
	 

	Are deposits adequately secured while in transit to finance office or the cash receipts office?
	 
	 

	Are Cash Receipt Vouchers or Logs maintained in detail for both cash and checks?
	
	

	Are Cash Receipt Vouchers or Logs reconciled to the G/L?
	 
	 

	Are errors identified and corrected timely?
	 
	 

	Are receipts given when cash or checks are delivered in person?
	
	

	Is there segregation of duties between cash handing and transaction recording responsibility?
	
	


Sponsored Research – Pre-Award
	
	Yes/No
	Describe Key Controls

	Are proposals submitted to the appropriate central pre-award office for review and approval of issues and timely filing with the sponsor?
	 
	 

	Are relevant committees included in the proposal review and approval process for issues such as human subjects, animal use, stem cells, biohazards, select agents or other requirements specific to the unit?
	 
	 

	Are budgets prepared by individuals knowledgeable of OMB circular A-21, indirect cost rate, fringe benefit rates and other relevant sponsored research financial and compliance requirements?
	 
	 

	Are cost sharing commitments fully described and documented for tracking?
	 
	 

	Prior to proposal submission, have approval/commitments for resources such as lab space or personnel necessary for the project been received?
	 
	 

	Are proposal requirements, award documents and other regulatory or University requirements on file in the department?
	
	

	Are PI time commitments reviewed to identify potential over-commitment of time?
	
	


Sponsored Research – Post-Award
	 
	Yes/No
	Describe Key Controls

	Are expenditures reviewed and approved prior to completing the transaction for G/L coding, business purpose, allowability and allocability?
	 
	 

	Is equipment purchased with sponsored funding tagged and recorded in inventory records?
	 
	 

	Are budget-to-actual reports reviewed on a monthly basis (e.g., PER)?
	 
	 

	Are monthly salary certifications reviewed and approved on a timely basis by a person knowledgeable of the person’s efforts?  
	 
	 

	Are annual effort certifications collected on a timely basis?
	
	

	Are cost transfers made on a timely basis, recorded to the G/L with the appropriate naming convention, e.g., CT and reason for transfer fully documented and approved?
	 
	 

	Are costs related to cost sharing tracked and reported?
	 
	 

	Are sub-recipients monitored for financial and research compliance with University policy and award terms?
	 
	 

	Are progress reports, financial status reports or other filings required by the sponsor monitored for timely submission?
	 
	 

	Are administrators trained in grant administration rules and regulations, including those specific to the award?
	 
	 

	Are PI’s fully engaged in award compliance, including review of spending, timely effort and sponsor reporting, etc.?
	 
	 

	Are there procedures to monitor for late salary effort certifications, and do they include escalation procedures?
	
	


Human Resources – Hiring

	 
	Yes/No
	Describe Key Controls

	Are job classifications and salary grades approved by Human Resources prior to posting the position?
	
	

	Are open positions posted in accordance with University policy?
	 
	

	Are references and credentials checked for both internal and external job candidates?
	 
	 

	Are applicants tracked in the system of record (e.g., HIRES)?
	 
	 

	Are reasons for hire, non-hire maintained?
	 
	 

	Are offer letters sent with information on starting salary, start date, title and other pertinent information relevant to the position?
	 
	 

	Are hiring documents completed, reviewed and approved by Human Resources prior to hire?
	 
	 

	Are hiring decisions communicated promptly to all interviewed candidates?
	 
	 

	Are new hires encouraged to attend new hire orientation meetings?
	 
	 

	Are new hires trained on University policies?
	 
	 


Human Resources – Performance Management
	 
	Yes/No
	Describe Key Controls

	Are performance goals and objectives discussed and agreed to by employee and supervisor at the beginning of the performance year?
	 
	 

	Are mid-year performance reviews conducted and documented?
	 
	 

	Are annual performance reviews conducted and documented?
	 
	 

	Are procedures in place for employees to discuss grievances?
	 
	 


Human Resources – Termination
	 
	Yes/No
	Describe Key Controls

	Are employees asked to return University property prior to termination (keys, ID cards, laptops, credit cards, research, etc.)?
	 
	 

	Are appropriate individuals/groups informed of terminations on a timely basis to terminate access privileges?
	 
	 

	Are employee outstanding obligations identified and settled prior to terminations (advances, loans, travel expense reports, etc.)?
	 
	 

	Are payroll forms submitted in sufficient time to prevent overpayment to terminated employees?
	 
	 

	Are exit interviews conducted?
	 
	 


International Activities

	
	Yes/No
	Describe Key Controls

	Is there a process in place to monitor University-sponsored international travel?
	 
	 

	Are contact details maintained for all faculty, students and staff traveling overseas on University business?
	 
	 

	Are faculty, students and staff traveling overseas on University business encouraged to register with the International SOS Program prior to departure?
	 
	 

	Are additional approvals or training provided for travel to countries on the State Department’s warning list?
	 
	 

	Is pre-departure orientation training, such as travel tips, cultural issues, State Department advice and guidance provided for University-sponsored international travel?
	 
	 

	Is formal approval received when establishing an overseas site?
	
	

	Are mechanisms in place to assure overseas sites comply with local laws and regulations?
	 
	 

	Are overseas operations evaluated for determining if they should continue?
	
	


Fixed Assets – Fixed Asset Management
	 
	Yes/No
	Describe Key Controls

	Are employees familiar with the University’s fixed asset policy?
	 
	 

	Are fixed asset responsibilities assigned to designated personnel?
	 
	 

	Are fixed asset records maintained and updated on a regular schedule (e.g., donations, transfers, disposals)?
	 
	 

	Are fixed assets visibly tagged?
	 
	 

	Are fixed assets easily located from record documents?
	 
	 

	Are fixed asset purchases properly recorded in the G/L (e.g., use of fixed asset decision tree)?
	 
	 

	Are fixed assets located in a secure area?
	 
	 

	Is access to fixed assets restricted to necessary personnel?
	 
	 


Information Systems – Desk/laptop Computers
	
	Yes/No
	Describe Key Controls

	Is the department aware of the Enterprise Security Policy and have steps been taken to meet its requirements? (see security.harvard.edu)?
	
	

	Is there a current inventory of hardware and software?
	 
	 

	Is there a procedure to ensure all software in use is properly licensed?
	 
	 

	Is virus protection used on all desktop/laptop computers?
	 
	 

	Are virus definitions updated on at least a daily basis?
	 
	 

	Are security patches applied on at least a daily basis?
	
	

	Are password protected screensavers used on all desktop/laptop computers and set to time out on, at most, 15 minutes of inactivity?
	 
	 

	Is data backed-up on at least a daily basis?
	 
	 

	Is backup data stored in a secure, remote location?
	 
	 

	Are there procedures in place to ensure that high risk information is not stored on laptops?  (High risk information as defined on security.harvard.edu)
	
	

	Is confidential information on laptop/desktops encrypted? (Confidential information as defined on security.harvard.edu)
	
	


Data Security
	
	Yes/No
	Describe Key Controls

	Do you have documented policies and procedures for securing high-risk and confidential data? (as defined at security.harvard.edu)
	
	

	Are confidential documents secured and is access restricted?
	 
	 

	Is high-risk information secured and is access restricted?
	 
	 

	Is there a mechanism in place for encrypting high-risk data transmitted via email?
	
	

	Are fax machines receiving high-risk data located in a secure area?
	 
	 

	Is electronic media containing confidential data secured (e.g., backup tapes, CDs, thumb drives, floppy disks)?
	
	


Department-Supported Systems
	These questions apply to servers, applications and databases supported within the department. Questions should be answered for each system maintained.
	Yes/No
	Describe Key Controls

	Are system access privileges based on user roles and responsibilities?
	
	

	Do all users have their own individual accounts?
	
	

	Are users only given access to those systems that are required for their job functions?
	
	

	Are there procedures for removing users who no longer require access or have left the school or department?
	
	

	Are default passwords required to be changed after initial log in?
	
	

	Are passwords required to be at least eight characters?
	
	

	Is password complexity (i.e., include upper/lower case characters, numbers, symbols) enforced?
	
	

	Are passwords prohibited from being reused?
	
	

	Are passwords prohibited from being shared?
	
	

	Are servers physically secured?
	
	

	Is firewall technology deployed?
	
	

	Are security patches reviewed for relevance and installed in a timely manner?
	 
	 

	Are systems monitored for unusual activity and changes?
	 
	 


Business Continuity/Disaster Recovery Planning
	 
	Yes/No
	Describe Key Controls

	Is there an individual or group within the tub that is responsible for business resumption planning?
	 
	 

	Has an analysis been performed to assess the impact a disaster would have on your business?
	
	

	For areas of business deemed to be critical, have employees been trained and are they aware of where to go if the building is damaged or inaccessible?
	 
	 

	Is there a phone tree with current employee names and phone numbers?
	 
	 

	Are systems backed up daily?
	
	

	Are backup tapes stored in a secure remote location?
	
	


Building Safety & Security
	 
	Yes/No
	Describe Key Controls

	Have all concerns about the safety of the building(s) been brought to the attention of the individual or group responsible for building safety (e.g., lack of building exit routes, trained safety monitors, regular evacuation drills)?
	 
	 


























Tone at the Top (p.4)





Business Planning (p.5)





Policies & Procedures (p.6)





Segregation of Duties (p.7)










































































International Activities





International Activities (p. 23)





�





Information Systems





Desk/laptop Computers (p.25)


Data Security (p.26)


Department-Supported Systems (p.27)


Business Continuity/Disaster Recovery Planning (p. 28)





Fixed Assets





Fixed Asset Mgt. (p.24)





Human Resources





Hiring (p.20)


Performance Management (p.21)


Termination (p.22)





Sponsored Research





Pre-Award (p.18)


Post-Award (p.19)





Revenue Cycle





Pledge Management (p.14)


Gift/Endowment 


Processing (p.15)


Accounts Receivable (p.16)


Cash Receipts (p.17)








Spending Cycle





Purchasing (p.9)


Web Voucher (p.10)


PCard (p.11)


Payroll (p.12)


Travel & Reimbursement (p.13)























































































































































































































Part 2: Process-Specific Areas









[image: image5]

PAGE  

[image: image4] 









2 of 29

[image: image4][image: image5][image: image6.emf] 

Building Security     Safety and Security (p.29 )        

[image: image7.png]* ]RMA& Audit Services



